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Context

The Ministry of Information Technology and Telecommunications (MOITT) has released an updated draft

of the Personal Data Protection Bill (PDPB) to regulate and protect the digital data of Pakistanis

controlled by public and private data controllers. The draft has been in the works since 2018, and has so

far not been able to be in a satisfactory form that unconditionally protects citizens’ data without the

potential of abuse of the law to stifle rights. Civil society, private corporations, industries and individuals

have submitted their concerns to the MoITT and a more comprehensive draft is yet to be seen.

The Personal Data Protection Bill intends to grant and protect the right of privacy of the citizens, specially

in the digital spaces, unfortunately lacks acknowledgment of basic principles of data protection that are

outlined by international standards. The General Data Protection Regulation (GDPR) that governs issues

related to privacy of personal data for the residents of the member countries of the European Union (EU)

and has become a gold standard for data protection across the world, outlines six principles1 that must

be followed for the law to be considered as being rights’ focused. Their principles are lawfulness, fairness

and transparency; purpose limitation; data minimisation; accuracy; storage limitation; integrity and

confidentiality.

The draft PDPB 2021 lacks these principles.

1 The GDPR: Understanding the 6 data protection principles, IT Governance, July 30, 2020
https://www.itgovernance.eu/blog/en/the-gdpr-understanding-the-6-data-protection-principles

https://www.itgovernance.eu/blog/en/the-gdpr-understanding-the-6-data-protection-principles


For comparison of international standards, Media Matters for Democracy (MMfD) published a

comparative analysis2 of the Personal Data Protection Bill 2020 with United Kingdom’s Data Protection

Act (DPA), 2018, India’s Indian Data Protection Bill (IDPB), 2019, and the GDPR. The comparison of the

four legislations suggests that PDPB needs to be clearer in how it aims to protect citizens’ data, define

terms more concretely rather than leaving them ambiguous as they currently stand, the law also needs

to not put the onus of protection of collected data on the data subject by demanding written notice to

withdraw consent, in addition to various other concerns including the formation of a Data Protection

Authority under the control of the Federal Government in a way that abuse of its power would be

inevitable once the law is passed.

This document presents a brief analysis of the updated draft of the Personal Data Protection Bill (PDPB),

published by the Ministry of Information Technology and Telecommunication (MoITT) on August 25,

2021. The document outlines the major concerns with the current bill, the concerns that still stand from

the previous bill,3 and recommendations to make the law more transparent and privacy respecting than

controlling of citizens’ data.

Note: The comparative analysis of the April 2020 draft with the current August 2021 draft suggests that

many of the key recommendations that were sent to the Ministry were not incorporated in the current

draft. Hence, this document includes many of the critical suggestions that were given in the previous call

for feedback.

For the concerns, comments and recommendations submitted by MMfD regarding the previous draft, ,

please refer to this document: [PDF]

https://mediamatters.pk/wp-content/uploads/2020/06/PDPB2020.pdf

Key concerns regarding the Draft Personal Data Protection Bill, 2021

1) The Consultation Draft version 25.08.2021 fails to address one of the key concerns raised in the

previous drafts, i.e. the formation of the Authority and its autonomy and powers in enforcing the

law successfully. While the title of the Authority has been changed to Commission, other

specifics of its formation, for instance, power to the Federal Government over the Commission,

and the role of the Commission as the investigation and judiciary authority under the law,

remain the same. Hence, it is imperative that the Ministry revisit the concerns and

recommendations submitted by the stakeholders on the older drafts, while also ensuring the

autonomy of the Commission in implementing the law.

3 Personal Data Protection Bill, 2020: Concerns, Comments and Recommendations, Media Matters for Democracy, April
2020, https://mediamatters.pk/wp-content/uploads/2020/06/PDPB2020.pdf

2 Protecting the Data: A Comparative Analysis of Personal Data Protection Bill, 2020, Media Matters for Democracy,
January 2021,
https://mediamatters.pk/wp-content/uploads/2021/02/Comparative-Analysis-of-Personal-Data-Protection-Bill-2020.p
df

https://mediamatters.pk/wp-content/uploads/2020/06/PDPB2020.pdf
https://mediamatters.pk/wp-content/uploads/2020/06/PDPB2020.pdf
https://mediamatters.pk/wp-content/uploads/2021/02/Comparative-Analysis-of-Personal-Data-Protection-Bill-2020.pdf
https://mediamatters.pk/wp-content/uploads/2021/02/Comparative-Analysis-of-Personal-Data-Protection-Bill-2020.pdf


2) The draft Bill has increased the commencement period from one year to two years from the

date of promulgation. A data protection law is the need of the hour in Pakistan as the past years

have witnessed some of the largest data leaks in the country’s history, including the recent

hacking of FBR’s data servers resulting in the compromise of sensitive information of millions of

people and businesses.4 A delay in the commencement of the Bill poses a significant threat to

user data as the existing legal framework is insufficient to deal with such incidents.

Recommendation: The commencement period should be reduced to one year from the date of

promulgation to avoid unnecessary delays.

3) The Draft Bill fails to clearly define some of the most fundamental and recurrent terms in the

law. The vague definitions and language, and the use of overbroad terms leave exceptions for

protections in regards to citizens’ rights, and are left open to judicial interpretation. Terms such

as “strategic interests” have not been included in the Definitions section even though they have

been used frequently in the Draft Bill. Such terms create exceptions for the state in regards to

national security, law enforcement and sovereignty. This drops the legal test of ‘necessity and

proportionality’ and legality.

Recommendation: Terms that have been used in the Draft Bill must be defined clearly leaving no

room for ambiguity and subjective interpretation once the law goes into effect.

4) The Draft Bill fails to take into account those who are unable to furnish a written notice when

needed to withdraw consent under section 23 and places unjustifiable burden on the subject. In

addition, the Draft Bill also lacks the requirement for informed consent that demands that the

person understands consequences of giving consent for something before it is given. Moreover,

the Draft does not clearly define the process in which consent will be obtained, especially in the

case of minors who cannot legally give consent on their own.

Recommendation: The responsibility of successful consent withdrawal should instead be shifted

to the data controller to provide assistance to those who are faced with such hurdles and

limitations including technical and language skills. Furthermore, the Draft Bill must provide a

clear process through which consent will be obtained, and a clear and easy process to withdraw

it. It must also consider obtaining and withdrawing consent in case of minors.

5) The Draft Bill, through section 31, provides for exemptions to the Act that are extremely vague

and are left open to interpretation. For example, terms like “recreational purposes”,

“journalistic”, “artistic”, “literary” are not defined in the bill.

There is also little clarity on what “apprehension or prosecution of offenders; the assessment or

4 FBR reels under a major ‘cyberattack’, Express Tribune, August 15, 2021,
https://tribune.com.pk/story/2315712/fbr-reels-under-a-major-cyberattack

https://tribune.com.pk/story/2315712/fbr-reels-under-a-major-cyberattack


collection of any tax or duty or any other imposition of a similar nature by the relevant

authority” in Section 31.2 means and can be susceptible to abuse by public authorities enacting

the law.

Section 31.2 (a)(i) grants exemption for “the prevention or detection of crime or for the purpose

of investigations”. Without strong qualifiers and predefined limitations, this blanket exemption

can be used out of the intended scope, and can also be used to initiate mass surveillance. The

implications of applying such a broad exemption on data collected by safe city style projects and

through telecom and/or service providers are far ranging.

Section 31.2(b) gives exemption to data “processed in relation to information of the physical or

mental health of a data subject”. Health related data is extremely sensitive and must not be

given exemption in the law. In addition, the definition of “sensitive personal data” already

identifies “mental health conditions” and “medical records” as sensitive data, hence this section

must not provide exemptions to it.

Recommendation: These vague terms must be defined in detail in the Bill to avoid confusion,

misunderstanding and misuse of the law during its application. In addition, revealing personal

details of individuals in the name of journalism as seen normally on Twitter when FIRs are

posted with complainants’ private information like residential address, CNIC number, phone

number and other details are revealed; hence, it’s imperative to clearly define these exemptions

to ensure absolute security of people’s data at individual, corporate and government levels.

Exemptions to health records for data protection under this section must be omitted.

It is crucial in the Draft Bill to establish strong parameters to limit the use of the data for criminal

investigation to individuals accused of a crime. Data such as that of the Safe City projects contain

sensitive information of individuals, and must not be granted exemption from data protection.

6) The Draft Bill fails to account for monetary compensation for material and non-material loss

such as psychological distress, for instance, in cases where sensitive personal data is leaked since

it is not possible to calculate financial loss in all situations.

Recommendation: The term “damage” should be interpreted broadly to include compensation

where material loss cannot be calculated.

7) Section 27.1 places far too many conditions on the right to erasure, when in fact the consent of

the data subject should be given the utmost priority.

Recommendation: The conditions in this clause should grant more power to the data subject

over their right to erasure, and should only include (a) and (b), whereas the rest of the

conditions should be omitted.



8) The Draft Bill mandates formation of a National Commission for Data Protection (‘Commission’)

which centralises powers under the law to one authority which is also under the administrative

control of the Federal government, raising concerns of its independence from government’s

influence when, for instance, data controlled by the government/ public bodies and/or official

data controllers are compromised.

Recommendation: The administrative powers should be at the disposal of the

regulating/implementing body, and should remain independent from the interference of the

Federal Government.

9) Through the new Draft, the Federal Government retains the power to appoint the members of

the Commission and without Parliamentary approval which raises significant concerns about

the appointment process being undemocratic. Moreover, under the Draft Bill, the Federal

Government can re-appoint members after the expiration of the first four-year term which may

lead to political appointments affecting the impartiality of the Commission.

Recommendation: The Federal Government’s mandate to appoint the members of the

Commission should be replaced by a process that is more consultative and democratic in nature,

ensuring that the Parliament approves of all appointments and reappointments.

10) Section 34(2)(h) lays out a schedule of cost for the registration of complaints. It puts the burden

of the payment for registering a complaint on the data subject to seek protection of their data.

Recommendation: Registering complaints should be free of cost for the data subject.

11) Section 43 mandates the Commission to seek approval of the Federal Government before

cooperating with international organisations. Again, this will affect the Commission’s autonomy,

essentially leaving it at the behest of the Federal Government to make  decisions on its behalf.

Recommendation: This section should empower the designated body to make decisions that do

not require the Federal Government’s approval as a priority. This section should also entail

maintaining a public record of the cooperation to ensure that all essential and non-essential

information of this cooperation involving citizens’ data is accessible to everyone, while not

compromising on the said data.

12) Section 44 lays out the fine data processors are liable to pay in the case of the unlawful

processing of data. In view of the penalty, we believe that whereas the fine of twenty five million

rupees is a lot for small businesses and public bodies and departments, it is not enough for big

businesses and corporations, and may not effectively hold them accountable for unlawful

processing of people’s personal data.



Recommendation: The law should create clear brackets, based on the scale and sensitivity of

operations, for different kinds of entities and data processors, to ensure that the liabilities of

data processors are appropriately defined.

13) Section 53 of the Draft Bill provides that the Act will serve as bare minimum provisions and

wherever there is any other applicable law on the subject, the provisions that have stringent

effect will prevail. This clause is not only ambiguous, but also impractical as other applicable

laws such as the Prevention of Electronic Crimes Act (PECA), 2016 and the Investigation for Fair

Trial Act 2013 contain criminal offences and are hence, different in nature. The sections will also

give rise to issues of overlapping jurisdiction, as more than one investigation agencies and

courts can be involved when multiple laws are applied. Moreover, for incidents of data breaches,

or complaints against data controllers where an entire company is held liable, it is unsuitable to

apply criminal offenses since the entire body is responsible instead of one employee.

Recommendation: The Draft Bill should categorically state that only one law will apply to all

incidents of data breaches covered by this Act.

________________


